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((EJ» Summary

/In light of our increasing dependence on digital systems in most areas of life, security breaches of \
information systems have become more dangerous. Recently, we find many examples of
breakthroughs that have had very influential results, especially in the areas of politics and economics.
Modern technologies in work environments have also provided the opportunity for more new security
risks to emerge, in addition to the emergence of the new generation of huge networks that have
imposed a new type of security challenges and risks. The tremendous development of technologies has
also helped in the number of penetrations increasing exponentially every several months. All of these
reasons led to the failure of traditional intrusion detection systems, such as systems based on intrusion
signatures, to keep pace with this tremendous development. Therefore, the field of intrusion detection
had to be developed to deal with a large data environment to process the huge amount of data and
identify new intrusions of their kind in real time.

Due to the importance of this topic, the study addressed the concepts and methodologies of detecting
anomalies to identify new intrusions of their kind in the software-defined network environment in
general and DDOS attacks in particular when working on a large network with high and fast flow. The
proposed solution relies on context-aware distributed entropy and entropy methodologies and
algorithms to detect a DDOS attack. We extract cumulative and random flow information and
statistics in different time frames.
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