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Detection And Mitigation Of DDOS Attack in SDN Using Machine Learning Algorithms
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The research described software defined networks, which are the future of networks, because they have the
ability to provide superior management and better network security and allow us to program the network
according to the use of each case, through the controller consider as an operating system for the network
infrastructure based on SDN.
However, software defined networks are still under attacks, and distributed denial-of-service attacks
(DDOS) are the most dangerous and threatening attacks for the network, as they can flood the network
and lead to blocking access to the server network by sending large numbers of packets and taking
advantage of network resources and thus refusing to respond to further received requests.
The method presented in this work is a combination of statistical analysis and machine learning methods.
In the statistical method, 4 features are extracted from the network traffic and aggregated into a data set.
This dataset is used to train a machine learning algorithm support vector machine to predict distributed
denial-of-service attacks in the network, detect anomaly traffic early, and mitigate it by blocking the source
by closing the port.
This method is implemented using a RYU controller, a mininet emulator with Open flow protocol, the
applied SVM machine learning algorithm achieved an accuracy of 99.26% and a detection rate of 100% in
detecting and mitigating DDOS attacks within a software-defined networking architecture.
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