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(EJ» Summary

Ahe goal of building an intrusion detection system for wireless networks is to reach an optimah
structure that achieves a high rate of protection, as network security is considered one of the
important topics for protecting networks, organizations, and individuals, specifically when
exchanging important information, and the role of the intrusion detection system is to make the
appropriate decision to protect the information and reduce the resulting damage. About the attack
on the network, and to achieve this, deep learning algorithms were used in this research.

This research works on applying two deep learning algorithms to detect intrusion on wireless
networks, which are convolutional neural networks (CNN) and long short-term memory (LSTM).
These two algorithms work to obtain the highest intrusion detection rate on networks. Wireless and
to reduce the rate of false alarms.

In this research, a new algorithm CNN-LSTM IDS was proposed by merging the two algorithms. The
LSTM algorithm was injected into a stage of applying the CNN algorithm to detect intrusion in
wireless networks using deep learning. The algorithm was implemented in the Anaconda simulation
environment using the Python language and the algorithm was tested using on NSL_KDD_dataset,
which is a comprehensive data set that facilitates the process of comparing results.

After applying the proposed algorithm and training the network based on it, the results showed a
noticeable improvement in the system’s accuracy, detection rate, and error rates compared to other
methods.
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