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(EJ» Summary

ﬁhe term supervisory control has been known for a long time, as sensors, sensors, and relays were \
connected to the programmable logic controller and from there to the system manager’s computer.
These devices were located in close places and the communications were relatively secure.

Therefore, during the beginnings of developing communication protocols and linking between the
equipment of the supervisory control system, the developers did not care about the issue of security
and focused their efforts on effectiveness, speed, and cost instead.

With the development and expansion of industrial facilities and the establishment of their branches in
distant areas, the use of unsecured networks became necessary, such as communication via a
telephone line. This made the issue of security and protection from hacking and tampering an absolute
necessity.

Adding security to an existing system is extremely challenging and difficult due to several
considerations including performance, backward compatibility, and ease of use.

We will work to improve the security of one of the most important communication protocols in
supervisory control systems (SCADA), which is the DNP3 protocol, as we will work to use digitally signed
certificates to obtain secure authentication, in addition to encrypting the communication channel in
order to protect against man-in-the-middle attacks.
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